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What is extended detection and response (XDR)?

The definition varies depending on who you ask. Every
vendor in the XDR market segment has their own,
usually based on the technologies they provided
before deciding to work on an XDR solution. Potential
buyers may have their own definition, influenced by
their current needs and the technologies they use (or
used to use).

Most often, XDR is thought of as evolved endpoint
detection and response (EDR) but covering more and
diverse “endpoints” than before, or rebranded or
augmented security information and event
management (SIEM).

Still, there are XDR attributes most can agree on:

e |t's cloud-native.

e Detection is based on the collection, normalization,
correlation and analysis of endpoint/application/
network/cloud logs and telemetry data.

e |nvestigation and threat hunting capabilities are
aided by Al-based security analytics and data
correlation.

e Response and remediation capabilities take
advantage of automation.

e All of it is available from a single, unified platform
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that can be integrated with other security tools.

| expect that a unified definition will only be agreed
upon years from now, when a specific approach
proves to be more effective than others; in the
meantime, cybersecurity practitioners and decision-
makers will have to do their research, ask vendors
(and peers) incisive questions, and carefully parse the

answers.

Choosing the right XDR solution for your
organization

Swifter and more accurate threat detection and easier
and more effective investigation and response is
everybody’s desired result, but not every offering will
be a good fit for your organization.

Your final choice will depend on many factors: the size
of your organization, the technologies already in use,
the organization’s security maturity and the maturity
of its SOC (do you even have one?), the skills of the
cybersecurity operators already employed or your
organization’s ability to employ more of them, the
budget at your disposal, and so on.

We hope that this report will serve as a good starting
point for this research and will give you an idea of
what you can expect from different XDR solutions and

vendors. /
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KOGNOS XDR HUNTER:
NEVER HUNT ALONE

Zeljka Zorz, Managing Editor, Help Net Security

Cyber intruders are
becoming increasingly
brazen in their choice of
targets and no organization
seems to be spared.

Recent reports by Microsoft
and VMware Carbon Black
confirm what most security
professionals have already
realized: Cyber attack volume
and sophistication have been
on the rise, especially in the
last few years. The reasons for
this are many, but to
enterprise defenders
ultimately unimportant - they
have no option but to accept
the state of play and respond
to it.
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The thing that matters to them
is what they can do to stop
their organization from being
victimized or to minimize the
fallout of successful intrusions.

Uncover attackers in your
company’s networks

Threat hunting's goal is to find
the threats in your enterprise
environment that have dodged
the security solutions you
already have in place.
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https://blogs.microsoft.com/on-the-issues/2020/09/29/microsoft-digital-defense-report-cyber-threats/
https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/docs/vmwcb-report-gtr-extended-enterprise-under-threat-global.pdf

According to the 2020
VMware Carbon Black Global
Threat Report, which is based
on the responses of 3,000+
IT leaders from 13 different
countries, 86% of the
respondents who engage in
threat hunting said it had
strengthened their company’s
defenses, and 36% said they
had found significant
evidence of malicious activity
thanks to their threat hunting
program.

"Many of the recent
successful cyber attacks
happening across the US
happened despite those
organizations having a variety
of security products in place
and employing skilled
defenders. It's becoming
obvious that, with the rising
attacker sophistication,
passive monitoring is not
enough, and companies
should think about doing
proactive threat hunting (if
they aren't doing it already),"
says Rakesh Nair, CEO of
Kognos, a California-based
startup that develops
cybersecurity industry’s first
autonomous XDR hunting
platform.

That's easier said than done,
though. Threat hunting takes
a lot of diverse skills and,
generally, a lot of time, which

Kognos XDR Hunter: Never hunt alone ] XDR

Nothing out there can do what Kognos is
able to do: generate interactive stories
with extreme fidelity from a hunter’s
perspective.

is a precious commodity
that's usually in low supply in
overworked security teams.
The activity requires posing a
lot of questions, getting a lot
of answers, and having a way
to extract from those answers
enough relevant information
to create valuable context to
enable speedy mitigation.

Precisely because all of that,
autonomous threat hunting
has become Kognos's main
goal.

"Nothing out there can do
what Kognos is able to do:
generate interactive stories
with extreme fidelity from a
hunter’s perspective," Nair
notes.

"Starting with a hypothesis
and by asking all the relevant
questions on behalf of the
threat hunter, the system
traces the whole attack path in
real-time and tells the hunter
what really happened and
how, allowing security teams
to respond quickly and
drastically reduce attackers'
dwell time.”
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Storylines
Storyfines Top risky storylines Storyline trends

08/30/2071 154505
0B/30¢2021 07:3257
0B/30/2021 193508
0B/30/2021 20:5401

Risky devices

Risky devices Top risky devices Risky device trends

ATTACKNpc2 101067 [ e
Carbonblac. 10.334.214 . -
KognosCBTe 10.30.21 Low Med ==
KagnasCETe. 103022 Low Med 2>
KognosCBDe. 103023 Low Med »

‘Show a4 risky devices

Triggers
Triggers Top trigger sources Trigger trends

Source Open  Imvestigated  Closed

T .<

ognas 0 2254 3
Ho 2, CarbonBlack o 55 13
I o A
Low a

Closed 19

Investigations

Investigations Investigation trends

5.885K

132.749K

Storylines Sep 1, 2020 - Sep 30, 2020 Welcome Admin

100001 Suspicious credential access activity detected 00/27/2020 174953 00/27/2020 18:25.05

win10-01vykincop  win10-0Zvykin.corp

Smart filter  Ofilters selected X

Summary timeline

1 [N The process (chrome exe) created an executabie file 2 times

2 ™ ang connected 1o the remote host 11,18.12.1

3 [N The process (iexlore exe) created an executabile file 2 times.

5 (crndl ex) invoked by, t

4 T pracess 3times

1118121 & [psga] The process (notepad.eue] rvoked to access user credentials
& [MsdigH The process (notzpad.exe) executed from the wrong location

The agplication (est.exe) invoked 10 discover account

7 I | ocmation
The application (PING EXE) invaked with sn interesting
B W argument
vy

9 TMBdHGh | (1 i corp 4 times

10 N pmos

11 1 vyhin corp 2 times

12 192.168.28.100 2 times

13 [ The scroting interpreter (script eve) invoked cmid.exe 2 tmes

LW more host va-ad sedradigtal.corp 2 times

15 (sG] 01 \tin com

Triggers
] % Source

Figure 2 - Story summary showing multi machine attacker activity
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Figure 3 - Architecture showing how the system works

Kognos XDR Hunter

Kognos XDR Hunter uses its
Attack-Tracing Al engine to
solve several use cases. It can,
for example, help automate
alert investigations across any
source and automate incident
response. But first and
foremost, it’s a threat hunting
platform that "sits" on top of
an XDR engine.

It connects via APIs to your
existing telemetry sources:
your EDR solutions
(CrowdStrike, Carbon Black,
SentinelOne, Windows
Sysmon, Linux AuditD,
MacOS OpenBSM, etc.), NDR

solutions (Zeek, RSA
NetWitness, etc.), Splunk and
Elastic on the SIEM side, and
it can also pull security logs
from cloud services (AWS,
Azure, etc.).

Data from EDR solutions is
collected constantly, to create
and keep updated the
enterprise relationship graph
— an enterprise-wide view of
everything that is happening
within the enterprise,
including file manipulations,
registry access, process
creation, network connections,
and so on. What data Kognos
XDR Hunter pulls in addition
to that depends on the

IR leads

that is dynamically customized
and selectively asked by the Al

ZBKOGNOS

never hunt alone

Machine-investigated
interactive storylines

questions it asks.

“Any application log, cloud
log, or network event that can
provide answers to the
questions that the Attack-
Tracing Al engine asks, will be
pulled on demand from SIEM
and NDR sources to
accomplish this,” Nair
explains.

“The questions are extensible,
so if the customer has a
proprietary application (e.g. a
payment application), they
can add additional forensic
questions that will be asked if
an adversary seems to access
the payment server, to


https://www.kognos.io/xdr-hunter/
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augment the stories with
additional answers.”

With Kognos, threat hunting

(and autonomous alert
investigation, and incident

Suspicious credential sccess activty detected

Prp— T Tumine

Smart filter 0 filters selected X

Found 87 suspicious activities

09/2Z7/2020 180541368

WIn10-0TvyKinGo | win10-02vykin.comp

response) is “point and click.”

“We provide a lot of 'seed'
hypotheses to start with and
threat hunters can also come

up with their own,” Nair notes.

Sep 1, 2020 - Sep 30, 2020

00/27/2020 18:25.05

The application (PING EXE) invoked with an interesting argument

Figure 4 - Story timeline showing attacker activity as a timeline

Since Kognos is used by many
MSSPs who employ experienced
threat hunters, they often share
interesting hunt hypotheses

with us.

“Since Kognos is used by
many MSSPs who employ
experienced threat hunters,
they often share interesting
hunt hypotheses with us. We
then curate them and make




Suspicious credentlal aocess activity detected
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Found 17 suspicious activities
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Sep 1, 2020 - Sep 30, 2020

Figure 5 - Story command sequences showing command sequence executed by attacker

them available to the rest of
our customers. They see it in
their console, can download it
and immediately use it in
their environment.”

In short: Threat hunters tell
Kognos XDR Hunter what
they're interested in
searching for, and it does all
the work: detects suspicious
behavior, uses the Attack-
Tracing Al engine to ask
thousands of questions to
fully contextualize the attack
in minutes, and presents the
findings as complete attack
campaigns — not just a set of
alerts.

In addition to that, threat
hunters can schedule those
hunts to repeat hourly, daily,
or weekly. With Kognos doing
all the work, they can pretty
much investigate any
suspicious behavior, such as
living-off-the-land binary
usage, use of persistence
mechanisms or of lateral
movement tools.

Kognos also diminishes the
likelihood of threat hunters
ending up investigating a
false positive, Nair says,
because it generates the
complete context.

“Our analytics is very single
goal-oriented. The questions
the Attack-Tracing Al engine
asks are very specific, so the
system is not bubbling up all
anomalies — the right context
filters most of them out,” he
explains.

Who’s it for?

According to the SANS 2020
Threat Hunting Survey, 85%
of organizations have
recognized the value of threat
hunting and engage in it, but
only 3/% have a formal
program and methodology
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Kognos XDR Hunter can be of help to
organizations of all sizes, but it will
really shine at mid-size organizations
with just one or two senior security
professionals who have enough
experience and knowledge - but not
enough time - to hunt for threats.

with assigned staff. 45% of
respondents run an ad hoc
hunting process, dependent
on their needs.

“Companies on the Fortune
100 list all do threat hunting.
One of the teams that I've
talked to told me they do
hunting a half a day every
week, and they are able to
surface more suspicious
activity than the entire week
of passive monitoring,” Nair
says.

‘How many hunts is that
during that time frame, |
asked. 2 or 3 hunts per
person, they said. During the
same time, a threat hunter
can initiate 2,000 to 3,000
hunts via Kognos XDR Hunter,
and those are executed
autonomously by the
system.”

The resulting visual attack
storylines are prioritized, the
threat hunters can review
them and can either continue
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refining the hunt hypotheses
or start mitigation and
remediation actions. Some of
the latter can be performed
from Kognos XDR Hunter.

“If you have an orchestration
tool, you've probably already
created some automation
playbooks. Since it's all API-
driven, we can add light-
weight action scripts in the
environment and hook into
any of those systems. So, if
you have, for example, a
script to set up a firewall rule
or block any machine from
accessing a domain, you can
trigger it from the Ul he
explains.

Kognos XDR Hunter can be of
help to organizations of all
sizes, but it will really shine at
mid-size organizations with
just one or two senior security
professionals who have
enough experience and
knowledge — but not enough
time - to hunt for threats. It
will effectively allow them to

establish a threat hunting
function without having to
invest in extending their
teams.

Kognos XDR Hunter (and,
indeed, the entire Kognos
XDR Automation Suite) is also
a great tool for MSSPs, who
are increasingly being asked
by customers about the
possibility of conducting
threat hunting in their
environment.

“We’re very flexible when it
comes to deployment. We
have a Saa$S offering, but we
can also deploy the software
in customers’ data centers or
their cloud environments.
Provisioning and deployment
can be done in less than 15
minutes, with pre-
investigated stories forming
within 30 minutes,” Nair
concludes.
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XDR stands for extended (or
cross platform) detection and
response. The purpose of XDR
solutions is to integrate
disparate security tools
across the enterprise
technology stack to deliver a
single, complete view of
potential threats in the
enterprise’s digital
environment, as well as a
single console from which
they can be investigated and
acted on.

XDR solutions can be native
(incorporating first and
foremost that vendor’s
security solutions) and open
(vendor-agnostic).

ReliaQuest GreyMatter

ReliaQuest GreyMatter is
Open XDR-as-a-Service,
delivering integration across
tools from many different
vendors and acting as an
integration hub for security
analytics and operations.

GreyMatter integrates with

over 60 different
technologies (anti-virus,
cloud, firewall, EDR, SIEM)
and has a team of dedicated
engineers who are
continuously curating these
integrations and adding
others, as well as building
additional content for threat
detection, data normalization,
automated response, and
investigation enrichment
plays and playbooks.

Integrations are powered by
open APls and the Universal
Translator, a patented
integration engine /
translator layer that unifies
and normalizes data from and
queries directed to different
tools. The Universal Translator
allows analysts to use the
language with which they are
most comfortable to write
queries, and GreyMatter
‘translates” those queries
automatically to the
integrated tools.

GreyMatter is used by around
300 customers, most of which

are on the Forbes Global
2000 Llist.

Home

When you open GreyMatter,
you are shown the
(simplified) Home screen by
default.

At the top you see how many
alerts and indicators of
compromise (IOCs) have
popped up in the last 24
hours and how many hunts
are active.

Technology Status - the heart
of GreyMatter - shows all the
third-party technologies /
solutions integrated with the
platform. A link to the
Resource Center is in the
bottom right corner of the
interface.

N
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CRITICAL ALERTS (PAST 24 HOURS) ALERTS (PAST 24 HOURS) ACTIVE HUNTS INTEL 10CS (PAST 24 HOURS)
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Detect

Investigate

TECHNOLOGY STATUS

Technology Name Technology Type Last Seen Hunt Enabled Investigate Enabled Automate Enabled
Automate
AWSCloudTrail CLouD Tuesday, August 24, 2021 8:07 PM Enabled Enabled Enabled
AzureSentinel SIEM Tuesday, August 24, 2021 8:07 PM Enabled Enabled Enabled
Carbon Black Response EDR Tuesday, August 24, 2021 8:06 PM Enabled Enabled Enabled
CB Response EDR Monday, August 16, 2021 5:18 PM Disabled Disabled Enabled
Humio DATA_LAKE Tuesday, August 24, 2021 8:07 PM Enabled Enabled Enabled
Office 365 EMAIL_SECURITY Tuesday, August 24, 2021 8:07 PM Enabled Enabled Enabled
Palo Alto EDL FIREWALL Wednesday, August 18, 2021 10:36 PM Disabled Disabled Enabled
Settings
SentinelOne EDR Tuesday, August 24, 2021 8:07 PM Enabled Enabled Enabled

Hrvoje Martincic Sentinel One EDR Friday, August 20, 2021 12:57 AM Disabled Disabled Enabled

Splunk Tuesday, August 24, 2021 8:07 PM Enabled Enabled Enabled

Resource

GreyMatter Pro Tips
LAUNCH A TOUR OR QUICK GUIDE

GreyMatter Learning Modules
COURSES TO LEARN AT YOUR OWN PACE

Threat Advisory Reports
VIEW OUR LATEST ANNOUNCEMENTS

GreyMatter Knowledge Base
SEARCH FOR ARTICLES & USER GUIDES
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Q IF, Domain, URL or Hash
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189064
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77642

B |PAddress
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49287

M URL
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Q yahoo.com

Filters (El lastSeenDate >= 2021-08-21T000.. ) *

1P (0) Domain (0) URL (8) Hash (0)

Threat Relevance (3) Resources
Detect

Feed Name
Investigate
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o= -
= =

open_phish No data available with applied filters No data available with applied filters

Automate

Phish_Tank

10C Name RQ Threat Score @ Feed Count Last Seen

hitps://saint-gobaine.com/cg-binfyahoo/login/login.yahoo.com/index.php 2021-08-23

hitps://saint-gobaine.com/cg-bin/yahoo/login/login.yahoo.com/Login_Password.php 2021-08-23

Settings https://i d/login.php?https://login.yahoo.com/?.src=ym&.lang=en-US&.intl=us&.done=https://mail.y... 2021-08-22

htps://fir-8128a.web.app/?email=alisampson32@yahoo.com 2021-0821

Hrvoje Martingié

hitps://fir-8128a.web.app/?email=alisampson32@yahoo.com 2021-0821

https://femmakm07yahoo.com/ 2021-08-27

https://saint-gobaine.com/cg-bin/yahoo/login/login.yahoo.com/in "= == MonAug 23 00:00:00 UTC 2021
Feed misp

dex.php Threat Level HIGH

No description available

Threat Context

10C Type Feed Source Sub Category
URL misp -

Observations Related Artifact 10C

https://saint-
gobaine.com/cg-
bin/yahoo/login/login.yah
oo.com/index.php

Feed Category Type

Threat Tags

Country
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Exploitation
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Investigate

Post-Exploit
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Deployed Rules

665

Total Available Rules

Automate

= Deployed Rules Total Available Rules

MITRE ATTE&CK Coverage © MITRE ATT&CK Coverage ©
Collection
Command and Control
Credential Access
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Discovery
Execution
Exfiltration
Impact

tpa s Initial Access

Settings
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RELIAQUEST -
Detect Addition to Privileged Securit
Overview  Rules y Group

. Tessier-Ashpool ~ —

Q Search Kill Chain: Any MITRE: Any Status: Any

Details

] Description

Rule Name ¥ Kill Chain Phase ¥ MITRE Tactics » Status @ ¥ An attacker may attempt to escalate privileges
by adding compromised accounts to groups:
with privileged permissions. The addition
Detect Addition to Privileged Security Group Post Exploitation Credential Access, Defe... ® Deployed policies may not be enforced for authorized
users, or an attacker could have created anew
account not on an authorized list. This alert
detects a user added to a critical security group
by an unauthorized user.

B
nvestigate Post Exploitation Credential Access, Pers.. = Deployed

4 Deployed Integration

Credential Access,Defe.. = Deployed

Automate

I
mpact Deployed

- ~ Severity
Medium
Credential Access @ Last Updated
Jan 19 2021 9:49 PM CET

Credential Access, Defe_.

@ Deployed

Impact # Kill Chain Phase
Post Exploitation

& MITRE ATTECK
Credential Access
Account Manipulation
Defense Evasion
Valid Accounts
Initial Access
Valid Accounts
Persistence
Account Manipulation

Settings

Hrvoje Martini¢

RELIAQUEST - Investigate
RQ-5-000193-01-Suspicious

File Downloaded From High

Tessier-Ashpool Risk Site-04-1054718
Active Alerts Alerts Today Resolved Today Critical Alerts Today

2} 28 (’] 2} o B

© Aler tiggered

Severity: Any state: Any 2021.08.24 0503 PM
Detect

© ill Chain Phase
HenTime 3 RaTicket 4 Description & Severity & Ticket State & ata Status @

Investigate -
2021.08.24 07:56 PM DEMO1054729  RO-S-000237-01-Suspicious Servic. High

Automate 2021.08.24 07:51 M DEMO1054728  RO-S-000175-01-VPN Login from L High

* Dsta staws
2021.08.24 0751 PM DEMO1054727  RQ-S-000017-07-Local Admin Creat.  Medium
+ Completed data retrieval

2021.08.24 07:48 PM DEMO1054726  RQ-S000052-01RC C2 TrafficPatt.  Medium - 5 Integrations queried

= splunk.
2021.08.24 07:43PM DEMO1054724  RQ-S000102-01-Brute Force- Singl. High
= Carbon Bla_

2021.08.24 05555 PM DEMO1054721  RQ-S000041-01-DNS Over TCP0T-  Medium

2021.08.24 0517 PM DEMO1054720  RO-S00D166-07-VPN Login from L Informational o 181 logs

481 loge
2021.08.24 0517 PM DEMO1054719  RO-S-000030-01-AWS Actions with.

2021.08.24 05:03 PM DEMO1054718  RQ-S000193-01-Suspicious File Do Informational

Settings

2021.08.24 04:36 PM DEMO1054717  RQ-5-100213-01-SQLInjection_07-1 Tk logs

Hrvoje Martinéié

11001 28
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Investigate / DEMO1034T8 /

RQ-5-000193-01-Suspicious File Downloaded From High Risk Site-04-1054718

© Alert Trggered i & Time Span
Aug 24, 2021 5:03 PM #  Awg 23, 3021 503 PM 1o Awg 24, 2021 513 PM

c_ip: 79.2.981.192 ~ 0 src_ip: 181.79.56.222 ~ [0 dst_user: one of teruisebreliaquest_ -
O parent_proc_name; one of wineerd.me. ~ O =re_wser: oo of teruisebrelisquest. =

01 uric http:/fwmext.wiresns .com/vpn.t. - sT.ie0 18290099 ¢ O dst_ip: 101.79.5.222 ~

[}
Aug 24, 11:00 AN & @ P g 24 3:08 P Aug 24, 4:08 PR

Ewent Types (11 View Data

SvenT_rame

Session Allowed

URL Filresing

Success Audit An account was logged off

Success Audit: An account was successfully logged or

Session Denied

Success Audit: A network share object was accessed

URL Blocked

RQ-5M-000192-03 - Executable File Downloaded from | B PeloAMDP. 5947 W MicrsoRt.  7.T%

o Cuglomfml  5.6% 0 DifeSiS [
UBA : Unauthorized Access event
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Hunt
. Tessier-Ashpool +

Legacy Hunt —

Package: Any Status: Any

Detect Active Hunts :

1 outof B a RQ Hunts used 2 out
Investigate & TESSIER-ASHPOOL HUNT

Duplicate of [Malware File Hash Hunt] Compromised Account Hunt Ransomware File Hash Hunt
Hunt
Jul 28, 2021 to Jul 8 Jul Jul 29, 2021 1 ta Jul

Exp © Expires in 1 month © Expiresind days
Automate

Completed data retrieval. 71 logs Completed data retrieval. 2.3k lags ® Completed data retrieval. 71 logs

xpi Hunts

Hunt created 5 Huntname 3 ge name

Aug 18,2021 11:11:01 PM KQL Test Custom

Jul 30,2021 9:31:34 PM Duplicate of [Compromised Account Hunt] Custom IOC Investigation - IP (INTERNAI
Jul 29,2021 7:58:11 PM Compromised Account Hunt -30 Custom I0C Investigation - IP (INTERNAI

Jul 29,2021 7:26:42 PM Duplicate of [Compromised Account Hunt - 30 ] Custom IOC Investigation - IP (INTERNAI

Settings
Jul 26,2021 4:40:12 PM cryptor Process Hunt Custom

Hrvoje Martincic

Jul 26, 2021 7:06:28 AM Ransomware loC Hunt Custom

i A3 2071 2AEND AL

24
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Detect
Investigate
Hunt

Automate

Tessier-Ashpool /

Hunt

Hunt Campaigns

Package name 5

Packages

Anti-Virus/Malware

Windows Authentication - Privileged Accoums

Custom |0C Investigation - IP (INTERNAL)

Insider Threat
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Legacy Hunt —

Tech Type. Any Availability: Any

Description 5

Antivirus is & 100l for fing and i malicious files. Alerting typically focuses on ions for unblocked or hi causi
ng some blocked and lower severity signatures to go unnoticed. This hunt pulls logs for malware detection events regardless of severity or action taken in order ide.

Antackers may use web based I HTTP(S) to i ith l 10 blend in with existing traffic and evade detection. Web proxies
help to control web traffic by blocking known risks and can provide additional comext such as site categorizations, downloaded files, and user agent strings among...

Anackers will need elevated privileges 1o move laterally in a network and access high value systems and information. Often times they will accomplish this by compr
omising existing privileged accounts. This hunt fo pulling Windows ion logs involving privileged accounts in order to identify anomalous accou..

(Custom |0C Investigation - IP (INTERNAL) — test update

Data theft by or with access to sensitive information may occur through the means such as email, cloud storage sites, messaging
apps, or via removable storage devices. This hunt focuses on pulling logs from log sources such as file storage applications, web proxy logs, DLP, and EDR to logk f...

DNS is a commonly targeted protocol for ¢2 communication because it is virtually always available, even those in some of the most locked down environments. This
hunt focuses on pulling DNS logs for domains queries with the goal of identifying potential DNS tunneling as well as rare domains and infrequen..

Windows Authentication - Executive Accounts

F5 RCE Search - (INTERNAL)

Firewall - Hygiene

GS 10C Search - (INTERNAL)

Executive accounts may be targeted by attackers since they typically have access to sensitive company information. This Hunt focuses on pulling Windows authenti
cation logs involving executive accounts in order to baseline ordinary activity and look for deviati

FF5 RCE Search - (INTERNAL)

Firewalls are an essential network security tool that can be configured to control traffic in and out of a network perimeter. As business needs change, old policy exce
jptions that are no longer applicable may still be in effect and put the network at risk. This hunt pulls firewall logs fer cutbound traffic to identify potential gaps in co.

GS 10C Search - (INTERNAL)

Select Package

Q_ Search Packages

Custom Campalgn

Build and run a custom Hunt Campaign
without presat queries.

B PACKASE
DNS Query.
DNS is 2 commanly targeted protocal for

2 communication because it is virtually
always available, even those in some of

© Timespan of 7 days

© Data kept for 30 days

Select Package

4 RaPAckAcE

GS 10C Search - (INTERNAL)

GS 10C Search - (INTERNAL)

© Timespan of 30 days

8 Data kept for 60 days

Select Package

© packase
OWindaws Authentication - Hygiene
T1110- Brute Force

T1078 - Valid Accounts
T1098 - Account Manipulation.

© Timaspan of 7 days

© Data kept for 60 days

Select Package

9 Ropackase
F5 RCE Search - (INTERNAL)

F5 RCE Search - (INTERNAL)

© Timespan of 4 days

& Data keptfor 30 days

Select Package

2 Rorackace
IDS/IPS (IN DEVELOPMENT)
Intrusion Prevention and Detsetion Syste

ms (IDS/IPS) are fundamental in identifyi
ng malicious network traffic such as ex

© Timespan of 30 deys

B Data kept for 60 days

Select Package

Tech Type: Any

@ PACKAGE
Anti-Virus/Malware
Antivirus is a fundamental tool for preven

ting and identifying malicious filaz. Alerti
ng typically focuses on detections for u

© Timespan of 30 days

© Data kept for 60 days

‘Select Package

@ PACKASE
Firewall - DNS
Malware on infected endpoints may atte

mpt to communicate directly with externa
1DNS servers in order to bypass logging..

© Timespan of 7 days

& Data keptfor 60 days

‘Select Package

@ PACKASE
Insider Threat
Data theft by employees of contractors wi

th legitimate access 1o sensitive informat
ion may occur through the means such

© Timespan of 7 days

8 Data keptfor 60 days

‘Select Package

that may indicate

activity...
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Availability: Any

9 Rarackase
Custom IOC Investigation - IP
(INTERNAL)

Custom 10C Investigation - IP (INTERNA
L) — test update

© Timespan of 7 days

© Data keptfor 60 days

‘Select Package

) PACKAGE
Firewall - Hygiene
Firewalls are an assential network sseurit

100l that can be configured 1o control tr
affic in and out of a network perimeter. _

© Timespan of 7 days

& Data keptor 60 days
‘Select Package
9 Rarackace

IOC Hunt - Domain (INTERNAL)

10C Hunt - Domain (INTERNAL)

© Timespan of 14 days

8 Data keptfor 60 days

Select Package
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~ Carbon Black Response

Location

Query Builder Native Query

Included Fields

Q

(< I < I < I < I < I < I <

<]

Search fields

action

alert_type

answer

app

app_cat

app_id

assigned_ip

auth orotocol

148 out of 150 selected

STRING

STRING

STRING

STRING

STRING

STRING

IP_ADDRESS

STRING
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RELIAQUEST Automate

Activity
Aperture Science +

IN PROGRESS ERRORS LAST 7 DAYS RAN LAST 30 DAYS

%] 3 47

Detect

Investigate

Playbaok Name ; Last Ran 4

Verify VirusTotal - IP Address Lookup RO9B3IT195 Success For Test123 QA Automation User Sep 13,2021 1:22 PM
Reparting Palo Alto Panorama - Block IP ROGB3TI95 Success For Test1958 QA Automation User Sep 13

ne - Ban Hash RQ9837195 Success For Tes11591 QA Automation User Sep 13, 2021 1:21 PM
Carbon Black Response - Unban H... RO983T195 Success For Test1389 QA Automation User Sep 13,2021 1:20 PM
Carbon Black Respense - Ban Hash RQ9837195 Success For Test§ QA Automation User Sep 13,
VirusTotal - IP Address Lookup RQ9B3T195 Success For Test1004 QA Autemation User Sep 13,2021 1:117 PM
Palo Alto Panorama - Black IP RO9837T195 Success For Test1972 QA Automation User Sep 13,
SentinelOne - Ban Hash RQ9837195 Success For Tes11024 QA Automation User Sep 13, 2021 1:16 PM
Settings

Carbon Black Response - Unban H... RO983T195 Success For Test1422 QA Automation User Sep 13,2021 1115 PM

Carbon Black Respense - Ban Hash RQ9837195 Success For Tes11856 QA Automation User Sep 13, 2021 1:14 PM
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RELIAQUEST Automate

Playbooks

4 PLAYBOOK 4 PLAYBOOK 4 PLAYBOOK 4 PLAYBOOK

Carbon Black Response - Analysis Carbon Black Response - Ban Hash Carbon Black Response - Delete a Carbon Black Response - Isolate
Retrieval Host

Investigate
n & hash from lay d to delet This play is design late the specified
from the netw

T to view

data of a file by MDS hash.

B Firewall

B Enrichment

4 PLAYBOOK 4 PLAYBOOK 4 FPLAYBOOK 4 PLAYBOOK

Carbon Black Response - Unban Carbon Black Response - Unisolate EDL - Add to EDL List EDL - Delete 10C from EDL List

lay is designed This play is designe ove the specified lete [0C iter 1 an EDL List
from being banned w hast fram

onment.

B EDL List B EDL List

4 PLAYBOOK 4 PLAYBOOK 4 PLAYBOOK 4 PLAYBOOK

EDL - List EDL SentinelOne - Ban Hash SentinelOne - Delete a Known SentinelOne - Isolate Host

rven EDL List ned to delete @ known threat.
from the netw

B EDL List B EDR

B Ennchment B Remediztion
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XDR | Sophos is shaping the future of security

Cooperation and information sharing is crucial to information security.
You'’ve heard this many, many times - from government and law
enforcement officials, information security luminaries, enterprise leaders,
infosec professionals, and academics - because it’s an incontestable truth:
we can’t protect everything that needs protecting by ourselves.

Zeljka Zorz, Managing Editor, Help Net Security
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Endpoint Protection - Dashboard
Overview

€ Endpoint Protection Most recent threat cases
Sophos generated Admin generated
Time created

Apr7,2020 4:29 PM

Apr7,20205:12 AM

Apr 6, 20201208 PM

Apr 4,20207:02 PM

Cr ¢ £ £ @
1) 15 15 15 15
= = = = =

Apr 4,20205:37 PM

Devices and users: summary

Endpoint Computer Activity Status.

\ | @ 31Active
3 Inactive 2+ Weeks
73

@ 36 Inactive 2+ Months

@ 3 Not Protected

) A

Help ~ SE demo login +
SE Discuss * Admin

See all threat cases

Device

Mal/HTMLGen-A PTTH-NB\cwp CJPTTH-NB

W32/Renamer-M ERClregion-2 yawalak-hp-58

Mal/HTMLGen-A NvHome\NvHome CINvHome
Mal/EncPk-NST NvHome\NvHome I NvHome

ML/PE-A DESKTOP-M7Q32IH\Cristi [JDESKTOP-M7Q32IH

See Report Web control See Reports,

Web Threats Policy Violations
Blocked Blocked

Policy Warnings Policy Warnings

Figure 1 - Sophos Central is a single cloud management solution across all Sophos next-gen technologies

Our information systems are interconnected
and part of a bigger ecosystem, and we must
cooperate to help boost the cybersecurity of
each element for the good of all, especially
because cyber attackers out there are
becoming increasingly sophisticated and are
more than willing to work together, as well.

How the Sophos adaptive cybersecurity
ecosystem advances the cybersecurity
industry

There are formal, sector-specific
collaboration initiatives out there, such as the
US DHS Cyber Information Sharing and
Collaboration Program, but there are also
projects such as the Sophos adaptive
cybersecurity ecosystem, an open security
platform that optimizes threat prevention,
detection and response and is constantly
learning based on the collective input of
Sophos products, partners, customers,
developers, and other security industry
vendors.

Sophos's security solutions are inherently
part of it, but third parties can also take
advantage of the ecosystem - even if they
don’t use the company’s products.

“We believe that having an open platform is
the only way to advance the industry and
improve defenses,” says Dan Schiappa, chief
product officer at Sophos.

"Our information systems
are interconnected and part
of a bigger ecosystem, and
we must cooperate to help
boost the cybersecurity of

each element for the good
of all."
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XDR | Sophos is shaping the future of security

(:) Protect document files from ransomware (CryptoGuard)

¥ Protect from remotely run ransomware (only available on 64-bit systems)

¥l Protect from Encrypting File System attacks

e& This setting applies to computers running the latest version of Sophos Intercept X

D Protect from master boot record ransomware

Figure 2 - Intercept X Advanced with XDR is built on top of the world’s best endpoint protection, including

ransomware specific protections

“Organizations need to have visibility into
their entire security IT ecosystem. So, we have
created a platform that allows for easy API-
based integration into our adaptive
cybersecurity ecosystem, so that third parties
— whether adjacent technology vendors or
competitors — can be integrated in the
ecosystem.”

Another way in which Sophos is driving the
entire cybersecurity industry forward is with
Sophos XDR, the industry’s only extended
detection and response (XDR) solution that
synchronizes native endpoint, server, firewall,
and email security.

Sophos XDR

XDR solutions are considered by many to be
the future of detection and response.

“The promise of XDR is to be what SIEMs were
meant to be: a solution that will provide the
right amount of data and the right amount of
visibility to security operators, and that will
be able to detect issues rapidly and resolve
them quickly,” Schiappa opines.

“SIEMs failed at that because they collected

too much data and, as a result, they made it
very difficult for an analyst to make heads or
tails of it. Also, the correlation they used was
not Al-driven - it was more of a rules-based
model, and it made for a very noisy
environment. The promise of XDR is that with
the advent and maturation of artificial
intelligence, it allows us to collect the right
data and just the right data, and to use Al
models to make what we present to the
security analysts more actionable.”

Sophos XDR is built on the industry’s richest
dataset: its data lake stores critical
information from Intercept X, Intercept X for
Server, Sophos Firewall, and Sophos Email
(and, very soon, Cloud Optix and Sophos
Mobile).

Data is stored on devices for up to 90 days,
and cross-product data is stored in the
cloud-based data lake for up to 30 days. The
data lake creates the ability to get key
information from devices even when they’re
offline and combining cloud-based data lake
forensics with on-device data provides broad
and in-depth contextualized insights.

Sophos XDR combines the Al-correlated and
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analyzed data with the knowledge and skills
of its own experts and customers (companies
and MSSPs) around the world, as well as the
capabilities of technology partners and
competitors in the security industry.

“We have a very advanced Al capability, and
the best Al team in the industry,” says
Schiappa.

“We apply Al not only to drive our
protections, but to also drive detections, case

2 Live Discover

Endpoint Queries

® scheduled Queries
Queries that get data from devices or from the Data Lake

Device selector (15 Endpoints available)

All Queries @
| l | Endpoint queries get data from devices that are currently connected. Data Lake queries get da

management, and as much automation

into the system as possible. So, in some
cases, it helps identify higher risk and higher
threat cases to bring to the attention of the
operator. In other cases, it goes all the way to
executing the case management on behalf of
the operator. The system can learn from how
the operators do certain tasks and automate
those tasks based on Al. The things we learn
from those practitioners we build into our Al
model and create a kind of a virtuous cycle
that really benefits all of our customers.”

Helpw  Karl Ackerman +
Sophes Inc. - Super Admin

ATT&CK

1 Endpoint selected p

Figure 3 - Users can create their own custom queries or choose from hundreds of pre-written queries

"The system can learn from how the operators do
certain tasks and automate those tasks based on
Al. The things we learn from those practitioners
we build into our Al model and create a kind of a
virtuous cycle that really benefits all of our

customers.”
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SOPHOS Threat Analysis Center - Live Discover

Live D
Admin

@ Threat Analysis Center

Query : & Generic Search on Process Details

« Back to categories / All queries

Generic Search on Process Details

n to identify how

Sources Expected performance

& Datalake No performance data available. To get performance data, run the query on one device 1o test it

Hide variable editor

Descriptive name Variable type SQLvariable name

CommandLine string sscommbng Liness o
String $5DeviceSS %

Ignore when > N Duplicates sString S$Signore when > N DuplicatesS$ 10000
Parent Process Name String SSParent Process Namess %
Process Name String SSProcess Name$s %
UserName String S9User Namess =

s0L

~~ Generic Search

-- VARIABLE:  $$Device$$ STRING

-- VARIABLE:  $$Command Line$$ STRING

- VARIABLE:  §¢Process Name$$ STRING

-- VARIABLE:  $$Parent Process Name$$ STRING

-- VARIABLE:  $$User Name$$ STRING

-~ VARIABLE: $¢Ignore when > N Duplicates$s STRING

WITH Count_limt AS (
with Debuplicate AS (

xdr_data.meta_hostname epliame,
xdr_data.meta_os_type Device_Type,

OPHOS Threat Analysis Center - Live Discover

Admin

@ Threst Analysis Center Query: Sophos XDR - Firew

vall - Anti

pam log info

categor Sophos XDR - Firewall - Anti-Spam log info

& Dzt Lake

- SMTP INFO

serlal_id, leg type, log_component, severily,

3 ils
src_country, sr

. protecel, policy_name, action, seurce file n

der, reciplent, message_id, emall size, quarantine_reason,

ormation C
ingestion_time, asset_id, t

-- META
dist_key,

. log_id, log_sublype, log version, customer_id

FROM xgfu_data
WHERE 1og companent = 'SMTP

ice selector [All sources in Data lake)

Figure 5 - Sophos XDR Firewall Antispam Log Data Lake Query

“Enter value to use when query runs

Helpv  Karl Ackerman~
Sophas Inc. - Super Admin

Figure 4 - Users can search for almost anything; variables make it easy to customize queries

All sources in Data lake

n-
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SOPHOS Threat Analysis Center - Live Discover

Admin

@ Threst Analysis Center

Query - ' Sophos XDR - Email URL Link Search

Sophos XDR - Email URL Link Search

Threat Indicators Sources
s Dztz Lake
Hide variable editor
Descriptive name \ariabla tyoz

Device selector [All sources in Data lake]

Sopl

Help~  KevinKingston -

hos XDR - Email URL Link Search

variable name “Enter value to use when quary runs

All sources in Data lake

Figure 6 - Sophos XDR users can detect and investigate across endpoint, server, firewall, email, and other

data sources

One of Sophos’s main goals is to offer an
intuitive user experience for both experienced
and less knowledgeable security operators,
but their ultimate vision is for Sophos XDR to
provide the basis for a “driverless” SOC.

“We plan to build interaction capabilities with
our own products as well as the third-party
solutions that come on board through our
Technology Alliance Program. We already
have playbooks to execute some automated
responses, and users can write playbooks
themselves for third-party solutions. We'll
also automate some of that playbook
creation through our Al
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Sophos has one of the largest XDR install bases
in the industry, which means that its adaptive
cybersecurity ecosystem is gaining an immense
amount of input to improve threat prevention,
detection and response.

Where response can’t be automated, Sophos
XDR offers a capability called Live Response,

which allows the operator to immediately
jump to action and respond to an incident in
real time.

Conclusion

Sophos has one of the largest XDR install
bases in the industry, which means that its
adaptive cybersecurity ecosystem is gaining
an immense amount of input to improve
threat prevention, detection and response.

The integration of third-party tools into this
native XDR solution is under way, with many

MSPs and competitors already participating.

“We've worked with the vendors on some of

the integrations. In other cases, we simply
found out one day that the vendor has
integrated with us. We’re reaching out to
members of our Technology Alliances
Program to work on more of them, and our
current priority is companies that have
products that we don't have in our portfolio
and customers that have big IT data lakes,”
Schiappa shared.

“It's shaping up to be a really open, robust
ecosystem that is going to provide a wider
aperture and more visibility for our
customers. And as this collaborative

ecosystem grows, more and more vendors
and customers will want to join, turning the
Sophos adaptive cybersecurity ecosystem
into an increasingly comprehensive and
efficient cyber defensive apparatus.”
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USER INTERFACES

AT A GLANLCE

Features are king, but a software's Ul can
streamline the work process or degrade the
end user's experience.

Taking into consideration the look and feel of
a product is an important aspect of the
decision-making process. This section
showcases XDR vendors' product vision and
illustrates the software experience they
deliver.
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Anomali Match is an intelligence-driven
XDR solution that helps organizations
identify and respond to threats in real-time
by automatically correlating all security
telemetry data against active threat

intelligence.

Recently added features include custom
dashboards, industry news monitoring,
enhanced STIX 2.0 support, and MITRE
ATT&CK v9.0 integration, which further

helps analysts to identify threats and take
steps to defend against them.

Match is available on-premises and via the
cloud, and can now be used by customers
that use the Anomali ThreatStream TIP and
by those that don't.

L] /A Anomali Match B +
& c (Ol i =

ANOMALI | MATCH h A b 2 Ht a 4 éf@ (R

DASHBOARDS ACTIVITY INCIDENTS EXPLORER MANAGE
Activity

APT33 - TRACKING
Apr 13th 2021, 20:11:36 +01:00
APT34 (Digital Sh:

OPEN IN THREATSTREAM Scanned 46M+ Events across 0 Sources

ASSOCIATED I0CS 742
Apr 15t 2021, 23110119 401:00

APT10 (Digital Shadows Id... DATE POSTED Feb 26th 2021, 20:47:48 +00:00 1

PUBLICATION STATUS new
Mar 10th 2021, 231412640000 e MATCHES
yalishanda new
ALIASES
TAGS
Mar 10th 2021, 23114106 #00:00 Pupy  CVE2017-11774  poshc2

yalishanda stix 1.2 clearly Refined Kitten ~ CVE-2018-20250  APT33

Quasar  APT33  Shapeshift  NetWire
Maze (Digital Sha . APT  MAGNALLIUM Remcos
CVE-2017-0213 Dropshot  TurnedUp

Feb 26th 2021, 20:47:48 +00:00 Iran Nanocore Dark Comet Elfin
APT33 - Tracking

Feb 19th 2021, 10,4006 +00:00 MATCHES ACTOR DETAI MITRE ATT&CK
APT28 (Digital Shadows Id...

Legend: M Associated Techniques

Feb 2nd 2021, 1726:10-400,00
e ey e e Initial Access Execution Persistence Privilege Escalation ~ Defense Evasion Credential Access  Discovery Lateral Movement  Collestion Exfiltration Command And Control
10 items 31 items s6items 28items 59 items 20 tems 19 ltems 17 ltems. 13items 9items 21 fems
2201 1545 Drive-by Compromise  AppleScriot bash_profile and .bashrc Access Token Access Token Maripulation  Account Manipulation  Account Discovery  AppleScrint Audio Capture Automated Exfiration [Gammanby Used Port
an 121h 2021, 19:46:26 4004 e
APT29 (rest) Exploit Public-Facing  CMSTP Accessibilty Features TIPSO Binary Padding Bash History Application Window  Application Automated Collection [BAICOmpressBaNiN] Communication Through
e Command-Line Interface  AppCert DLLs Accessibilly Fealures girg jops Brute Force . Deployment SofWare ¢y gard Data Data Encrypted Removable Media
Hardware Additions AppCert DLLs Browser Bookmark  Distributed Conneetion Prosg
" Control Panel tems. Applnit DLLs i Bypass User Account Control (Credential BUmping | piscovery Component Object  Data from Information Data Transer Size S
Jan 121h 2021, 1211:09 400:00 Replication Through eats . b e Repositories Limits Custom Command ang
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Bypass User Account ervices e
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Application Shimming
Spoarphishing Execution through APl Authentication Package

Data from Network Exfiltration Over
hOnder  Component Firmuware Shared Drive Command and Control [BATAEREBAING
Network Share. Pass the Hash Channal ;
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Hijacking Hooking Pass the Ticket Media Extitration Over Other —
Supply Chain Password Policy oD — Network Medium omain Fronting
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Trusted Relationship  Launchet!

Attachment Execution through Module BITS Jobs 3 Code Signing Explotation for D N
8883 O scanning Logon Scripts.
16:55:37 +00:00 ‘spesrphishing Link Load —— Credential Access a 9 ipt
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Service Exacution
Graphical User Interface  Change Defauit File Hijacking

. Exfitration Over
Escalation | pCshadow Input Prompt Peripheral Device . Eqad Colectian) Physical Medium Multi-hap Proxy
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cybereason

Cybereason’s mission is to “reverse the adversary
advantage” by empowering Defenders with technology
and ingenuity to end cyber attacks. Why do adversaries
have the advantage? For one, attackers are taking
advantage of our increasingly dispersed workforce,

i

data, and IT infrastructure. Cybereason XDR extends
security detection and response capabilities from the
endpoint to the complete IT environment, including
workspace & identity, cloud infrastructure, and network
sources and tools.

This is accomplished through an
operation-centric approach, which focuses
on ending Malicious Operations (MalOps)
instead of generating individual alerts.
MalOps are visual attack stories that
automatically surface (1) root cause, (2)
affected users & assets, (3) attacker tools
& known C&C, (4) a timeline of events, and
(5) suggested response actions. This time-
saving correlation and analysis slashes
alert fatigue & false positives, and upskills

analysts with innovations like Guided Response, which recommends actions based on best practices, Incident

Response learnings, and past workflows.

® Guided Response -

Unlike SIEM and log management
solutions, Cybereason XDR can be
deployed across a large-scale
environment of 100,000+ endpoints
and users in 72 hours. Cybereason
XDR can be used out-of-the-box to
respond to an active attack. If you're
seeking to build security operations
with an approach focused on
Prevention and Response that
supports your existing IT & security

investments, consider XDR.
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investigation. Data is
presented on an interactive timeline that guides analysts to quickly comprehend the relationships between key
data points. From this unified view, practitioners can examine raw logs, annotate and pin key events, and prepare

findings for immediate escalation.
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investigation workflows, allowing
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FireEye XDR provides guided

organizations to reduce the impact of

a security incident. This approach

improves analyst and SOC efficiency

by correlating disparate events from

multiple tools into actionable
investigations which provides
reduced organizational risk by

automating threat detection and

investigation, accelerating

i

FireEye XDR enables security analysts to
investigate breaches, identify the root cause, and
remediate attacks for organizations with products
in every major market category, including
Network Security, Endpoint Security, Email
Security, Cloud Security, Security Orchestration,
Automation and Response (SOAR), and Security
Information and Event Management (SIEM).

In addition to providing detection through FireEye
products, out-of-the-box integrations for
hundreds of third-party vendors is provided for
data aggregation and guided response actions.
This is all delivered via a native-built SaaS
architecture that is high-performant, scalable, and
removes operational burden from users.
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response, and prioritizing the prevention of incidents.

This approach delivers high levels of detection efficacy and analytics, with incident response best practice

playbooks updated daily to reflect the changing global threat landscape. Ultimately, teams gain the ability to

prioritize analyst time and mitigate risk by addressing what is critical to their security operations.
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Endpoint detection and response (EDR) is a
crucial part of extended detection and
response (XDR), but XDR does not just mean
extended EDR - the “extended” part of the
label refers to extended coverage, visibility,
integration, analytic, detection, investigation
and response capabilities XDR solutions offer.




Stellar Cyber Open XDR: Making security fun again | XDR

47



https://stellarcyber.ai/platform/what-is-open-xdr/
https://www.forrester.com/blogs/xdr-faq-frequently-asked-questions-on-extended-detection-and-response/
https://www.helpnetsecurity.com/2020/06/26/soc-team-burnout/

XDR | stellar Cyber Open XDR: Making security fun again

Dashbosrd  Coliect  Deiect  Investigate  Respond  Configure

Propagation:

Exploration:

The attacker studying what

« Exploration

Q1,210

Persistent Foothold
Track the attacker trving t

e | Pt Scan Anarmuly o1 P Jus. 1.

NN NN NN N N i, e M i G, W, O, Wl 4 L, TG
", N, e e TR R N N " N L N . % . B o
\. A, ‘ T 9 O b %, b L T T Y b

Figure 1 - All Stellar Cyber alert types are aligned to the XDR Kill Chain out of the box. The GUI
dashboard is shaped like a loop to help highlight the severity of the breach and quickly
indicate the earliest stages of a breach
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Figure 2 - The Al engine in the Stellar Cyber Open XDR Platform automatically groups related alerts

from all data sources into incidents and prioritizes them in order of severity, so analysts
know exactly which incidents to target first
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Figure 3 - Part of Stellar Cyber’s incident correlation analysis offers a timeline of events. The timeline

illustrates the threat that is propagating through your environment from initial attempt to the
exfiltration stage
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Figure 4 - Stellar Cyber Open XDR collects from everything in your attack surface. This dashboard shows
all event classes, firewalls, network traffic, SaaS applications, user event data and event origins,
including integrated tools like EDRs
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How do | select an XDR solution ] XDR

In these early days of the XDR market, products may be high
on promises, but light on delivery. To recognize the detection
efficacy and response efficiency promised by XDR, |
recommend the following tips:

What'’s in the box? Many vendors promising XDR outcomes
are doing so based on an assumption that customers are
willing and able to integrate (and pay for) many other
technologies to access the complete telemetry set required to
have extended environment visibility. Endpoint agents, network
sensors, cloud hookups, user behavior, log ingestion are all
critical pieces of the XDR puzzle, so it's important to
understand what’s included and what you may be expected to
bring yourself. Too many integrations may start to negate the
consolidation and efficiency benefits of XDR.

Understand the detection philosophy. One of the most
anticipated outcomes of XDR for many teams is a promise to
end noisy alerts and deliver the high-fidelity detections often
recognized with EDR tools across the broader environment and
data set. However, it's important to understand exactly how
detections are curated and maintained. Detections based on
static IOCs, for example, go stale very quickly. Understanding
the methodology, threat intelligence, and diligence behind the
detection library will offer insight into its efficacy and
scalability. I's important to understand the philosophy and
proof-of-concepts to experience detections firsthand, and look
at any third-party analysis or reviews to learn more.

Don’t forget the “R.” Too many products often gloss over the
“Response” element of XDR) assuming that with the right
detections in place the right actions will follow suit. This is not
the case. When a machine is breached, the last thing you want
is an analyst running around trying to figure out what to do
next. Good XDR requires a more prescriptive approach. This
begins with high-context, well-correlated investigations. How
do many disparate data sets converge into one cohesive
picture of an event? With the right context in place, analysts
must be primed for action. Well manicured playbooks,
embedded expert guidance, and one-touch automation can
help analysts at any level accelerate their response. This can
be the difference between a breach and a non-event.
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First thing to do is to make sure you will be able to operate and use
the solution. Most XDR solutions have been presented as a simpler
versjon of EDR plus SIEM and SOAR combos, but you still need people
to operate and use it. You'll need someone to triage and respond to
alerts, not to mention all the work around managing deployed agents.
If you believe that'll be a problem, better look for an MDR provider

instead.

AUGLSTO EARRDS, If you z:an run an XDI:) soFutior;, 'it'sttimj. to loo'k at what you wa:cnt it to
cover. Coverage can be viewed in two dimensions: coverage o

VP OF SOLUTIONS, 9 J

technology environments (endpoints, cloud apps, data centers) and

SECURONIX

threat coverage (ransomware, phishing, APTs, business fraud cases).

Most XDR solutions have a strong focus on traditional endpoints, such
as Windows workstations. But if you need to cover cloud apps that
your users can access from their own devices, including smartphones
and tablets, these endpoint-oriented solutions may not be adequate.
Instead, look for those capable of monitoring or ingesting telemetry
directly from those cloud apps and cloud providers. If you need to
protect business applications too, you are starting to move outside the
XDR comfort zone; better look for SIEM and UEBA solutions capable of
ingesting data from custom sources and work with custom detection

use cases.

The threat coverage is similar. Most XDR solutions have a strong focus
on the traditional “cybersecurity” threats, such as ransomware. Those
are the threats that affect any organization connected to the internet. If
those are the threats you need to detect and respond to, you are right
on target for XDR solutions. But if you also need to cover business-
oriented threats, such as fraud scenarios or insider threat cases, you
need to look for more flexible XDR solutions, those where you can
develop custom detection logic and ingest data from business
applications too.

Finally, pay attention to your existing technology stack. Some vendors
only offer closed XDR suites, so you may need to replace what you
already have with the components that are part of that package. If you
have security solutions you want to keep, or if you want more
flexibility around the parts of your security architecture, better pick
“Open” XDR solutions that allow you to connect to third-party
solutions and leverage them to obtain telemetry and perform incident

response actions.
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With so many vendors and solutions in the market,
choosing the right security solution for your
business is not always an easy decision to make.
The new XDR is no exception, most organizations
are having difficulties in deciding which solution to
choose or whether moving towards XDR makes
sense for them at all.

In'an April 2021 Forrester blog post, analyst Allie
Mellen defined XDR as “the evolution of EDR, which
optimizes threat detection, investigation, response,
and hunting in real time. XDR unifies security-
relevant endpoint detections with telemetry from
security and business tools such as network
analysis and visibility (NAV), email security,
identity and access management, cloud security,

and more.”

This definition offers important clues for
organizations looking for the best suited XDR
option. You should consider the following when
shopping for XDR:

How do I select an XDR solution | XDR

Make sure it’s genuine.

Upgrading from EDR to XDR should provide (at least)
two key benefits: enhanced threat detection and
enhanced threat visibility. These are made possible by
a new generation of event correlation engines coupled
with the ability to collect incident data from endpoints
and from additional sources like network, email or
Active Directory. Make sure solutions you evaluate tick
both boxes.

How significant is the upgrade effort?

Compared to EDR which is endpoint-exclusive, XDR is
more complex. For reducing the implementation risk
(important as XDR is still an emerging category) and a
shorter time to value, look for the solutions that offer
the flexibility to start small (for example with an
endpoint-only component) and gradually enhance
detection and visibility with additional telemetry.

Implementing everything at once could be challenging.
Tight integration versus flexibility.

Depending on whether additional sources of telemetry
are part of the same vendor portfolio or not, an XDR is
classified as “Native” or “Hybrid”. Native XDR relies on
the tight alignment of the vendor’s own portfolio and
stronger integration between the elements providing
telemetry. Hybrid XDR relies on integrations with third-
party vendors to collect non-endpoint telemetry and
execute response actions. The first is likely faster to
purchase and to deploy while the latter offers the

flexibility suited for mature security teams.
Overall value and effectiveness.

There are not many XDR focused industry reports and
third-party evaluation tests yet. How can one evaluate
the effectiveness of an XDR solution? As XDR is an
evolution of EDR, industry analysts recommend
considering the EDR solution from which it evolved as

an “indicator of value” when evaluating XDR options.
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JONATHAN COUCH,
SVP STRATERY,
THREATQUOTIENT

A first step should be to think about goals — what do you want to
achieve? How will you leverage this cross-communication between
your devices to improve security operations efficiency and efficacy? If
you can't prevent or respond to attacks more effectively with XDR, then
you may need to go back and review other security processes first
before moving in that direction.

As with most security technologies or capabilities, after knowing what
you want to achieve, your next question should be "build or buy?"
Organizations must look at their current technology stack and security
monitoring capabilities. If you have the resources, the implementation
and additional monitoring required to take advantage of XDR, then
you're just looking for a technology solution. If you don't have the
resources, then you should consider a managed capability. Many MDR
(managed detection and response) companies are now offering XDR
services: they will install and maintain various security infrastructure
(perimeter, endpoint, proxies, DNS, etc.) and the ability to collect and
communicate between all of them. You may lose some of the
customization and control of doing it yourself, but it will most likely
cost less and create less of a distraction for your team.

Once you determine whether you are going to build an XDR capability
yourself or outsource it, you should review what "level" of XDR will
help to achieve your goals. XDR can be as simple as connecting
perimeter devices or your SIEM to an endpoint technology, or you can
have a very expansive implementation to cover proxies, DNS,
vulnerability management, identity management, and others. While it
seems like you would want to connect as many technologies as
possible together (and that may give you the greatest ability to take
advantage of the integrations), it can be difficult to manage all those
connection points and there should be reasoning behind "why"
devices are talking to each other.

The overall goal that | feel organizations should be looking at with
XDR is automation. If you can align integrations in your security stack
with automated processes to save your security analysts time, then
you will have achieved a very significant goal. Application of machine
learning to identify new attacks or leveraging XDR to respond to
complex attacks in your network is great, but that is also a much
higher maturity level and will take some time to properly leverage

within security operations.




AL HUGER,
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Security teams face an expanding threat landscape
and an environment that is rife with friction -
making security efficacy elusive. XDR promises to
help security teams tackle the most pressing
security operations challenges. However, before
starting your XDR journey, below are 5 critical
considerations.

Coordinated telemetry: True XDR must bridge data
and telemetry from the widest security control
categories, data repositories, and threat intelligence
vendors to determine malicious intent probability.
The goal must be a holistic network view, respective
activities on it, and anything happening on devices
that come and go. Once achieved, speed of analysis
is key.

How do | select an XDR solution ] XDR

Leverage existing detection functionality: Each
component in your security stack has unique detection
elements — loC detection, machine learning, behavioral
analytics—becoming more powerful when brought
together. Weak signals from silos become strong
signals in aggregate. Detection working together is
critical to XDR, so ensure the choice platform works with
your whole stack.

Unify context for faster, more accurate responses:
Unifying insights from multiple security control points
provides a more accurate understanding of events,
progression, and steps needed to remediate the threat.
Unity isn’t the point — there is no XDR without native
response capabilities, preferably within just a click or
two. Response actions like isolating a host, deleting a
malicious email from all inboxes, or extracting
observable data need to be readily available. Your XDR
solution should have an easy way to create custom

response actions.

Automation and orchestration to reduce human-
powered tasks: You want an XDR that makes
automating repetitive security tasks easy, without
requiring a massive learning curve. Automating critical
workflows frees teams across the full lifecycle, from
discovering an alert to taking a response action quickly.

Meaning, more time for critical tasks like threat hunting.

The power of a single investigative viewpoint: \With
telemetry unified from all detection and response
elements, a single console is critical for direct
remediation, access to threat intelligence, and tools to
provide a unified view of an alert. With aggregated
information, your security team will execute threat
investigations at scale with greater efficiency, efficacy,
reliability, and speed.

Start your XDR journey with these 5 critical elements to
help guide your assessment while ensuring
achievement of measurable outcomes and ROI.
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SAMANTHA HUMPHRIES,
HEAD OF SECURITY
STRATEGY EMEA,
EXABEAM

Threat detection, investigation, and response (TDIR)
is a core component of modern security programs,
driving significant investment in tools to improve
visibility, efficacy, and efficiency. However, security
teams continue to struggle to detect and respond to
threats as quickly as they would like or need.

On average, security teams have 19 TDIR solutions.
Despite having impressive arsenals at their
disposal, common threats like phishing and
malware are regularly missed. Why? Security tools
often operate in silos and lack visibility or context
on what’s happening in other tools. An open XDR
solution, however, breaks down these silos enabling
a complete view of the attack story to deliver
detection, investigation, and response across all
data sources.
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When looking at all the tools used today for threat
detection and response, more than half of IT
professionals say modern SIEM software is one of their
most valuable tools. Nevertheless, when it comes to
selecting a solution it shouldn’t be a question of either-
or. SIEM and XDR are not exclusive.

While both SIEM and open XDR can share some use
cases, their design philosophy and core capabilities
make them different. SIEM technology anchors many
SOCs and IT security teams today, and the intelligence
of XDR not only can improve threat detection and
response, but can also help modernize, integrate, and
automate security operations processes.

IT security leaders should choose an XDR solution that
complements and can be easily integrated into their
security stack, alongside other solutions like SIEM and
EDR, that doesn't force them to rip-and-replace
existing tools to centralize on a single vendor. What’s
more, effective XDRs must include prescriptive, threat-
centric workflows. XDR solutions should provide fast
time to value and minimum configuration. Ultimately,
SOCs should be able to use XDRs to address
immediate concerns from start to finish.

While XDR has fast become a recognized approach, it’s
still a relatively new term in the industry causing a fair
bit of confusion. If you ask 10 people to define XDR,
you'll get 11 different answers. It can be disconcerting
for CISOs responsible for providing threat detection,
investigation and response in their organizations. In
order to educate and spread awareness for XDR best
practices, a number of thought-leading vendors in
cybersecurity launched the XDR Alliance.

Its main mission is to foster an open approach to XDR
that enables organizations everywhere to protect
themselves against the growing number of
cyberattacks, breaches, and intrusions. Through
collaboration and prioritizing cooperation above
competition, the industry can collectively win the battle
against the adversaries.
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There’s a lot of interest in XDR / Open XDR these days, but there
are also a lot of products on the market and a lot of claims being
made about them. Here are five criteria you can apply to narrow
your search:

Consider your existing security infrastructure: If your company is
like most, you have probably collected a variety of different
security tools over the years, such as SIEM, UEBA, EDR, and so on.
Typically, you will want to integrate an XDR solution that causes the
least disruption, requires the least data normalization, requires the
least training time and is the most cost-effective.

Minimizing disruption: If you choose an Open XDR solution, you
can preserve all or most of your existing tool investments. If you opt
for a “native” XDR solution from a single vendor, you'll probably
have to abandon your existing investments in third-party tools and
replace them with solutions that are part of that vendor’'s XDR
ecosystem.

Reducing data normalization: Look for an XDR solution that
automatically normalizes other tools’ data on ingestion. An XDR
solution is supposed to pull data from all of your security tools, but
different tools use different data formats. If your team has to
manually convert tools’ data formats to one your XDR solution can
process, they'll spend a lot of time doing that instead of focusing on
security incidents.

Minimizing training: What skill sets does your analyst team have,
and how do they mesh with the XDR solution? You'll want to get
your team up and running as quickly as possible, so you should opt
for an XDR solution that has an intuitive interface and that uses an
Al engine to handle grouping alerts into correlated incidents —
that’s the heavy lifting. Also, the XDR solution should have a strong
response capability so you can build playbooks to automatically
respond to conditions you set forth. These features will help you
have peace of mind so your team can focus on complex exploits.

Minimizing costs: Your staffing costs will be lower if you can
reduce training time and integration time. Look for an XDR solution
that has existing APIs to other parts of your security infrastructure
to minimize integration effort and is built for low- to mid-maturity
analysts, so you can hire from a broader pool of analysts.
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VP/GM,
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Organizations looking to adopt XDR should
consider what is motivating their journey. If the
desire is to simply have a single vendor XDR
solution, the benefit is the proverbial “one-stop
shop.” However, this also means you have access to
a single threat research team and average efficacy
at best across the distinct aspects of XDR.

On the other hand, the appealing alternative to
many sophisticated customers is the notion of an
“XDR experience” or “open XDR.” In the latter case,
customers would do well sourcing XDR
components—SIEM, EDR ) NDR, etc—from vendors
that are leaders in their respective categories.

The key benefit of this best-of-breed approach is
that it delivers the threat discovery and response
capabilities from a broader spectrum of the
industry—a more diverse set of eyes and ears on
the threat landscape. Moreover, customers adopting
open XDR should ensure they evaluate whether the
component platforms have deep workflow
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integrations. This is what ultimately delivers on an
important XDR promise: enabling SOC teams to move
seamlessly between the various tools thereby
improving time to remediation and reducing human

error.

Another out-of-the-box integration to look for is the
ability to take investigative, containment and
remediation actions in one tool that automatically
reflect in the others; for example, pulling endpoint
telemetry into the NDR tool or enabling one-click
device quarantine from the SIEM or NDR using an EDR
agent.

There are a few additional aspects customers should
consider as they evaluate XDR:

e First, ensure that the XDR solution provides coverage
across all infrastructure components, from the
traditional campus and data center to lol and OT
networks and cloud-based workloads and applications.
e Second, validate that the XDR strategy minimizes
visibility blind spots, and that the components
complement each other for a comprehensive
assessment of the organization’s attack surface.

e Finally, consider how the information from the XDR
solution will be consumed. This final mile of an XDR
solution can determine the success or failure of the
effort.

Some of the key questions to ask include:

o How will threat hunting, digital forensics and incident
response responsibilities evolve in a post-XDR world?
e Does the vendor(s) offer an MDR solution over and
above the technology offering?

e Will such an MDR solution work well with existing
SOC personnel, whether internal or an incumbent-
MSSP?

e How will these service providers work together to
deliver timely and concrete actions for the organization

in order to minimize risk and reduce impact?




MORTEN KJAERSBAARD,
CED,
HEIMDAL SECURITY

XDR is a mandatory choice if you're interested in
ensuring top security for your company, whether
you outsource it or opt for something developed
internally. The most important aspect is not to go
through thousands of alerts from multiple solutions
manually but use a unified state-of-the-art system,
with all the necessary technologies in one place.

It's much easier and affordable to opt for an XDR
solution that can provide unified detection, analysis,
response and remediation in real-time, offering an
enhanced (and simplified) overview of your
company’s cybersecurity state.

How do you select the perfect XDR solution for your
business? From my experience, you must consider
the efficiency of the key elements that any good
XDR software on the market must have - Extended
Detection, Extended Analysis, and Extended
Response.

e For the Extended Detection part, XDR must be
able to gather information from across the
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company, correlate it, and analyze it in order to
condense a large amount of raw data into a smaller
number of precise details regarding probable
occurrences. The solution must include a substantial
number of attack vectors to allow you to discover more
active threats.

e Obviously, XDR wouldn’t be so efficient without
Extended Analysis. Every incident should be
(automatically!, through artificial intelligence
augmentation) investigated, and the solution must
provide accurate answers to questions like: Is this a real
threat? Is it a false positive? Can this be part of a more
complex threat?

e The next step is the Extended Response where, with
all the details and information collected from Detection
and Analysis, XDR solutions must be able to come up
with an efficient, swift and coordinated response that
perfectly fits the attack’s scope. A particularly important
aspect here is that the response provided by the XDR
solution must help close those gaps that allowed the
threat to reach the network in the first place, thus acting
as a valuable prevention catalyst.

| strongly recommend looking for a solution that offers
Detection, Analysis and Response in one platform, of
course, not separately.

Other major-league aspects that can foster the
decision to acquire a certain XDR solution from the
multitude of options available today on the
cybersecurity market are:

e The ability to gather and compare information across
different sources - endpoints, networks, emails, cloud
workloads.

e A consolidated, cohesive approach that provides
superb visibility and real-time alerting on phone or
email in case of an infection or attack.

e Excellent threat intelligence and advanced machine
learning capabilities, allowing the solution to become
more effective over time, with an admirable ROI.
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The immense volume of data involved in the
multitude of security solutions available to SecOps
teams today has put intense pressure on budgets
and affected decision-making. XDR, and its cloud-
native approach, is proving to alleviate those
budget issues while improving visibility and
connectivity across endpoint, network and cloud
data. So where should a team start? Here are four
key considerations when investing in XDR:

Find an invested partner

First, look for a security partner who can
demonstrate and validate investment in the XDR
platform as part of their overall corporate and
product development strategy. There is a high-level
of technical and security competency required for
extensive data lakes and highly curated threat
intelligence. Seek out an established security
provider with a strong track record of service
availability and scalable systems.
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Seek out services

The ability to upskill your team as security needs
change may be tied to volatile investments, and budget
changes can drastically impact your team’s ability to
scale quickly. The XDR platform provider you invest in
should offer a collection of services that can plug and
play into security programs - either directly, or through
highly trained partners.

Keep a close eye on capabilities

Be sure the service wrappers offered by your XDR
provider include a full range of capabilities including:
tier one (reactive workflows), tier two (proactive threat
hunting), and Incident Response, and they should have
strong availability for your needs around the clock.
Decision makers should seek out high-quality service
options that include multiple methods of
communication such as in-context chat, serviced by
actual security practitioners to meet your needs at all

times.
Transparent and simple pricing

Many SIEM-based and data centre-based XDR
solutions use volume consumption pricing that can
discourage SecOps teams from sending more data.
According to Enterprise Strategy Group (ESG), 30% of
IT/Cybersecurity professionals across multiple
industries surveyed feel that these tools are not as
effective at identifying unknown threats. Limiting data
can result in missing important data when you need it.
Work with a partner that keeps pricing transparent,
simple, and straightforward.

And an extra tip: be sure your data retention is properly
aligned with your organization’s risk profile. At least one
year of threat data retention is recommended, to deal
with the aforementioned issues and it will also allow
leaders to make more data-informed budget decisions
in the future.
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XDR begins with endpoint security, in that it does detection and threat
response at the outer edges of the network. However, modern XDRs
also incorporate data from other sources, perform correlation and
generate analytics, and produce some level of automated threat
response. An XDR is a complex tool that should integrate within the
overall computing environment to meet threat analysis and response

requirements.

A cloud-native solution is rapidly becoming essential, as it scales well
and can provide coverage in real time across a wide range of
geographic regions and devices. A cloud XDR lets you produce real
time responses no matter what the level of data that is being
collected. And because we don'’t have to provision new servers when
traffic grows, we can rapidly adapt to changing circumstances.

To select an XDR, you want a detailed analysis of your network to
determine your endpoints, what other data you can pull in for
correlation and analytics, and what level of automated response that
you’re looking for. Further, as we talk about real time analytics and
response, we need to define what you mean by real time. By
understanding the types of threats that you face, you can better
understand how much time you can spend in analysis and response.

As a part of the XDR evaluation, organizations also have to look at the
types and amounts of data they are collecting through existing
cybersecurity tools. If your prospective XDR can ingest data from a
variety of point solutions and correlate that data to determine the
true risk of threats, you will have high-fidelity alerts and far less

noise.

So you may need much more information on your network
environment, existing data collection efforts, your threats, and your
possible responses in order to fully understand what an XDR can do
for your cybersecurity efforts. Rather than going with the lowest cost
solution, or the simplest alternative, you have to make an informed
decision based on how the strengths and limitations of solutions
mesh with your network and your requirements.

That’s not a short or easy process. Be prepared to expend some time
and effort into fully understanding what you need and what the
alternatives offer. But you will ultimately be rewarded with a solution
that does what you need it to do, and when you need it.
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A first step in assessing which XDR vendor is a right
fit for your organization is to have a complete
picture of your security needs, gaps and
architecture. This means understanding how their
application solution is delivered and how it will
integrate with your security architecture.

There are two XDR vendor camps to consider: one is
an open-XDR approach, which includes best-of-
breed solutions allowing you to determine the
depth at which integrations are required; the
second camp is solely proprietary, whereby an
organization may need to rip and replace existing
security solutions in place of a single vendors’
offering/solution.

Both camps call for the same baseline
requirements:

1. Centralization of normalized data/harmonizing
security controls and data across all vectors.
2. Correlation of security data and alerts into

incidents or having actionable intelligence.

3. Centralized incident response capabilities or simply
embracing the dance between security and IT.

XDR provides a single console for multiple security
products (and services) that comprise a unified platform.
An XDR approach to your SecOps program will

shift processes and likely merge and encouragetighter
coordination between different functions like SOC
analysts, hunters, incident respondersand
ITadministrators. For example, traditional EDR analysts
can now do threat hunting beyond the endpoint, such as
cloud apps and email.

The ideal XDR solution must provide enhanced detection
and response capabilities across endpoints, networks, and
cloudinfrastructures. It needs to prioritize and predict
threats that matter BEFORE the attack and prescribe
necessary countermeasures allowing the organization to

proactively harden their environment.

In summation, no matter what the selling point is for
“XDR,” there remains a few constants-security
practitioners, specifically incident responders, need
reliable threat sensors, intelligence, and telemetry
sources to enhance their security program and security
posture. So here are the keys your CISO needs when
selecting the right XDR vendor for your organization:

e CISO teams should assess what are the current gaps in
their SOC solutions (if they have one). A recent ESG
survey found that the number one gap is cloud visibility.
o CISO teams should assess whether they want a build-
your-own XDR platform that integrates with their current
investments or do they want a pre-integrated solution.
This is the Open Vs Native track.

e They should assess whether they want to operate it
themselves (depending on skills, resources, maturity) or
if they want to consume XDR as a service.

The goal is to empower the SOC to do more with unified
visibility and control across endpoints, network, and cloud.
For most organizations, XDRwill be a journey, not
adestination.
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Above all, don't be distracted by the “small rocks” of bells and
whistles pointing to specific features. Keep these two “big rocks” in
mind when selecting an XDR solution:

Decide what kind of visibility you require into your environment. If
you're considering an XDR solution, you've already figured out that
your classic SIEM alone isn't going to provide you with the real-time
visibility you need today. How does a solution give you the highest-
fidelity look into your environment? Look for multiple methods for
collecting data, above and beyond collecting logs — for example,
collecting network traffic, endpoint data, and lol data. Don't be put off
by “too many” ingestion methods; even if you don't need everything
today, you will probably need it tomorrow. Find a solution with a track
record of past innovation, and room for future growth. And double-
check to validate that all these capabilities are natively included in
the XDR solution, and not bundled from some third party. Bundles
almost always mean your XDR provider may not be in a position to
influence that third party's development plans.

Where that visibility is required is also important. Do you need that
visibility into your on-premise environment only? Are virtual, cloud
or lol environments in the mix here as well? And what about where
the XDR solution is actually running - in the cloud, on-premise, or
some combination of these two? Look for solution providers who can
clearly supply the answers to these “what to ingest” and “where to
ingest” questions.

Keep the needs, and the natural limitations, of your analyst team
front and center at all times. If your XDR provider brings the world's
best technology to the table, but creates too much friction when your
SOC team is trying to do its job, you have wasted your money. Look
for an XDR provider who can demonstrate they have built an
interface, and accompanying workflows, which respects the reality
that your SOC is staffed by human beings. Human beings, especially
under the bright and harsh glare of a currently-underway incident,
are prone to making mistakes.

Your XDR solution should orchestrate and automate the remediation
path for your SOC team. Instead of an analyst having to remember
the dozen steps needed to work a phishing incident, provide those
steps in a runbook where each step is defined, timed, and escalated
as needed automatically.
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JIM WAGGONER,

VP,
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To select the right security solution for your
business you should follow the same steps used for
all security purchases. First, complete a risk
assessment to determine if you deployed security
controls and operations are accomplishing the task
at hand. If attacks are getting through your
defenses, then upgrades in security may be at risk
or be used to identify those gaps.

If your primary weakness is from email, then
upgrade your messaging solutions or enhance
them with additional email security that will
identify, and block messages not captured by your
existing solution.
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If your business is reliant on cloud services, ensure that
you have a cloud security solution that helps you
identify unexpected web services, identifies, and
corrects misconfigured policies and accounts, and
provides protection against key theft.

Inventory your endpoint security solution to ensure that
you are protected against ransomware and have the
tools that will guide you to discover threats that have
made it through all your defenses and give you the
tools to restore your systems to a state of good health.

After the assessment is done for the deployed security,
do an inspection of the team who shoulders the
responsibility for identifying threats, updating controls,
and keeping the business running.

If they are spending their time on tactical responses,
look to offset the manual work by leveraging
automation of threat response using orchestration
across the entire system of events, alerts. Give them the
tools to filter through the influx of data using workflows
that guide their activities like investigations and data

manipulation.

Ensure that the solution enables them to get a holistic
view of the security landscape within your environment
and is balanced with enough insight from outside your
business to provide context of attacks that are
specifically targeted to your business.

And finally, don't feel the need to have to upgrade all at
once. Your XDR solution should grow as you grow.
Starting at whatever point will give you the best
outcome. If you need an overlay on top of your existing
solutions, then choose a Security Operations console
that has intelligence and orchestration built in and
brings the telemetry together with reduced complexity.
If you want tighter integration between protection and
workflows look for a solution that natively integrates
and works together to adapt to the attack surface.
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